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A warrant described the location to be 
searched and a person wanted for multiple 
violent robberies and sexual assaults. 

As I briefed my crew of offi cers, each with at least ten years of 
experience working the streets of East Los Angeles, I hoped our 
plan would survive the surprise, early morning entry into the 

suspect’s current hideout. It did not. 
The non-permitted “modifi ed” one story warren was occupied by sev-

eral more adults than had initially been expected, the result of an unfore-
seen visit by the suspect’s extended “family”. Having entered as the sixth 
man on the entry team, I expected to be the least likely to encounter the 
suspect. Moving through the house and down a long hallway to the last 
bedroom, however, I found myself facing the suspect who was alleged 
to have already shot two victims, now sitting up, wide awake in his bed 
with his wife still asleep next to him. The Spanish Llama continued next page
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380 pistol he held in his hand, was pointed 
at the floor, and stayed pointed at the floor 
until it fell from his hand. His attention was 
clearly focused at the muzzle of the Reming-
ton 870, short barreled shotgun, loaded with 
Winchester LE “Low Recoil” 9-Pellet 00-Buck-
shot, I had aimed at his nose two feet away.

As my team joined me and took our felon 
into custody, I reflected on the good judge-
ment suddenly embraced by the suspect, 
courtesy of the mightiest of close-range hand-
held weapons systems, the twelve-gauge shot-
gun. Whether for sporting purposes, hunting 
game, target shooting (trap and skeet), self-
defense or a tool of law enforcement and the 
military, no other firearm has the versatility 
of the shotgun, or raw short-range destructive 
power.

Whether for home defense or LE 
application, some homework regarding how 
specific types of ammunition perform in your 
gun, will remove the mystery and guess work 

of what can be expected from a gun and 
ammunition.

POWER
The twelve-gauge shotgun cartridge can 
deliver anywhere from 7/8th ounce of lead 
shot, to two ounces of Magnum single-
projectile slug, and at velocities exceeding 
1,700 feet per second, depending on load-
ings. With that power, the tradeoff is recoil, 
sometimes, very punishing recoil. We have all 
seen “hilarious” videos of new shooters fir-
ing a shotgun and suffering from the recoil, 
sometimes being knocked off their feet or 
dropping the gun. To be sure, there is noth-
ing funny about such events, as the shooter 
is then often fearful of that gun forever.

The cure for recoil is training and proper 
instruction, a properly fitting stock, modern 
material recoil absorbing butt-pad and tech-
nique to counter recoil force with isometric 
tension. Push-pull is the effort to attempt to 
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“Old School” Shotguns.  (top to bottom) Harrinton & Richardson “Topper” Single-shot 12 gauge, 18.15” bbl. and 
5-round stock carrier.  Ithaca Model 37, Police surplus “Deerslayer”, pump action 12 gauge.  Remington 1100 
Semi-automatic, with Speedfeed magazine gate, 21” bbl. fitted for RemChokes.  Remington 870 “Wingmaster”, 
factory 26” bbl. w/interchangeable chokes, +5-round magazine tube, X/S barrel band front sight, and VangComp 
rear sight.
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carrier and receiver carrier.  VangComp 1913 Barrel mounted rail, and Aimpoint T-1.  VangComp front and rear 
sights.  This gun works for either Patrol and Defense or Competition.



AUGUST 2019  TACTICS & PREPAREDNESS www.tacticsandpreparedness.com 3

pull the gun apart by pushing forward on the 
forend as you pull back on the pistol grip (as 
if stretching the gun in the middle) and creat-
ing a spring-like tension with your arms and 
keeping the butt in your shoulder pocket and 
your cheek on top of the stock. This tension 
greatly mitigates recoil effect or “kick”, acting 
as muscle shock-absorbers.

It is a relatively short-range weapon. De-
pending on the type of ammunition loading, 
shotguns, even with slugs, are considered saf-
er for use in built up areas, as the range of the 
projectile is measured in yards, not miles like 
a center-fire rifle. Even with slugs, the effec-
tive range of a shotgun is usually under two-
hundred yards. 

VERSATILITY
Various sizes of birdshot cover the spectrum 
from squirrels and rabbits to doves and quail, 
up to the largest migratory fowl like ducks, 
geese and turkeys. With buckshot or slugs, 

any big-game in North Amer-
ica can be taken, from feral 
pigs to deer and bear. Against 
two-legged predators, and 
depending on the mission 
profile, buckshot or slugs will 
effectively do the same. Some 

advocate for the use of birdshot loadings as 
“home defense” ammunition. I do not agree. 
Penetration from birdshot is usually insuf-
ficient on a clothed human torso to insure 
reaching vital organs or penetrating the hu-
man skull. The police and military use buck-
shot and slugs for a reason. So should you for 
personal defense.

Safety rule #4, “Be sure of your target (and 
what lies beyond)”, is vital when forced to 
use a gun in your home or anywhere else. 

Each shotgun barrel that comes from the 
factory is much like a violin from a musical 
craftsman. Each has its own unique character-
istics. The barrel should be tested at known 
distances with the ammunition you will be 
using. Ammunition should be selected that 
patterns consistently and predictably in your 
gun. Occasionally, if the gun is to be used 
with slugs and shot, it is important to know 
whether the slug ammunition will group to 
the center of your shot pellet pattern. While 

this is usually the case, it is not always the 
case. Four to six inches may not be a deal kill-
er when hunting doves in September, but two 
or three inches are a big deal if you need to 
pull off a hostage rescue shot inside an office 
setting. Knowing your load and pattern size 
at known distances allows you options.

As a Marine Primary Marksmanship In-
structor in 1979, Police Rangemaster since 
1994, and Gunsite Instructor since 2008, I 
have had the benefit of seeing thousands 
of capable shooters, from those with zero 
experience with firearms, to highly trained 
military and law enforcement professionals 
using semi-auto and pump-action shotguns, 
firing thousands of rounds of ammunition 
through them. Single bead front sights, rifle 
style barrel mounted sights, “Ghost” ring ap-
erture sights and electronic red-dot or holo-
graphic sights are all capable of good and of-
ten astounding accuracy with slugs. Knowing 
where a gun will shoot with a specific load 
is not a mystery, you just have to learn your 
gun and do the homework. If all you have is 
a simple bead at the end of the barrel, do not 
despair, as it is a matter of practice and study 
to learn where that gun will shoot.

In my collection of work, competition 
and training guns, I have several “tactical” 

SHOTGUN SKILLS

left: Pattern board, with results of 00-Buckshot loads at 5, 10 and 15 yards, 
from VangComp modified barrel on author’s Remington 870.

above: Hostage Rescue Target, the final target 
for the Gunsite “Urban Scrambler” Course.  
Target is 12 yards from the firing point.

right: Nylon 5-round belt ammo carrier 
(unknown maker, 30+ years old), and the 
excellent Safariland 2-round belt pack.
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shotguns, including four customized by Vang 
Comp Systems (in Chino Valley, AZ). The 
owner, Hans Vang, is a delightful character 
and dedicated to the perfection of the shot-
gun. The Vang Comp barrel modification is 
famous for reducing pattern size with buck-
shot and birdshot, and his barrel venting is 
highly effective in reducing recoil and offer-
ing the secondary benefit of greatly reducing 
muzzle-flash. At typical inside the house dis-
tances, these patterns practically guarantee 
all pellets would strike a human torso with 
a well-aimed, center shot. This consistent and 
repeatable performance stretches the useful 
distance buckshot can be employed from the 
near universally accepted zero to 25 yards, to 
sometimes 40 to 50 yards, before needing to 
switch to a “rifled” slug, for longer distance 
engagements.

Additional modifications to a shotgun 
can include improved sights, either iron or 
electronic (or both), and extended maga-
zine tubes for more onboard ammunition. 
Weapon-mounted light systems and lasers are 
options, but the more gear you tack on, the 
heavier the gun becomes. Nothing is free. The 
modifications done by a custom shop like 
Vang Comp are not the only way to improve 
buckshot performance. The ammunition it-
self can make a big difference in pattern size 
from gun to gun. Specific loadings from ma-
jor ammunition manufacturers, designed to 
decrease pattern spread are available. Federal 
“Flite Control” technology and similar offer-
ings from Remington and Hornady, use a shot 
cup to contain, and buffering material to 
protect the integrity and shape of the pellets 
themselves during firing and passage through 
the barrel, in turn, helping to maintain their 
better aerodynamic shape (still round) and 
decrease the spread of the pattern. 

Adjustable choke systems, as offered by 
nearly all shotgun makers, also allow for the 
tuning of pattern size, though care must be 
taken that the constriction is not so great as 
to cause problems should slugs or steel shot 
be used in the choked gun.

At the other end of the (not so) “tactical” 
spectrum, I have a Harrington & Richardson 
break-open single shot, shotgun, which I 
bought several years ago for $85. The barrel 
had been kitchen modified to a (fortunately) 
still legal 18.15 inches, but no front-sight 
bead reinstalled. The gun shop kindly offered 
to install a new bead sight for free, as part of 
the deal of getting the ugly duckling off their 
gunrack. I shortened the buttstock and added 

a soft rubber Pachmayr recoil pad, and a five 
round shell carrier to the right-hand side of 
the stock. This very handy package will group 
low-recoil 1 oz. slugs into three inches at 
25 yards, directly on top of the bead. How-
ever, patterns with Walmart 7 ½ birdshot are 
Eldorado’esque, and effectively limit small 
game to inside 20 yards. At only five pounds, 
it is a handful, but a reassuring one. It is no 
feat to fire a well-aimed shot every four sec-
onds with this “single-shot” shotgun. Mount, 
aim, fire, eject, reload, mount, aim, fire, repeat 
until the additional five rounds on the stock 
are gone. I’m confident a miscreant or game 
animal will be either gone or in the bag be-
fore that occurs.

A “tactical” defensive shotgun should pos-
sess a decent sling. I leave the type to the end 
user, as I have no preference. A good sling, 
either from quality leather or nylon manufac-
ture, is like a holster for your pistol. It gives 
you a place to put the gun when you don’t 
need it, but can’t secure it otherwise.

Finally, there is the carrying of extra ammu-
nition. Mission and task can determine how 
much or little you may want to have with you 
at any given time. In my police service over 
25 years, my agency hasn’t needed more than 
what was in the gun to end the problem, but 
that is just one lifetime experience and I cer-
tainly recommend you have more than that 
with you. On patrol, I carried a belt pouch 
that held five spare rounds of 12-gauge slugs. 
I never needed it, but I felt better having it 
there. 

For the field, I often carry a belt pouch 
made by Wilderness Products (thewilder-
ness.com). Their gear is first rate, and the bag 
can easily carry two boxes of shells, handy 
for dove season. If competition is your game, 
just Google 3-Gun shotgun gear, and you can 
find every type of reloading accessory ever 
dreamed of to feed the shotgun.

Word is that shotguns in American law 
enforcement service are on their way out. 
Too much recoil, not enough ammunition 
on board, difficult manual-of-arms to master, 
blah, blah, blah, but I don’t think so. Shotguns 

may become more specialized, for the true 
dedicated professional, but they are not go-
ing away.

Confidence is acquired by putting in the 
time to train and practice, learning how your 
gun performs with your ammunition and 
making those modifications (if needed) to 
make the gun fit and work for you. 

Here are a couple of drills I use at Gunsite:

LOAD WHAT YOU SHOOT DRILL
Do not engage steel targets closer than 12 
yards due to ricochet danger. Wear eye and 
ear protection when shooting. Start with 
four rounds of birdshot in your gun, with 
six rounds available to reload. There is a to-
tal ten rounds for this drill. I conduct this on 
steel-target targets. Shoot one, reload. Shoot 
two, reload. Shoot three, reload. Shoot four to 
empty. This drill builds the habit of keeping 
the gun loaded as you go, then shoots the gun 
to empty to conclude.

SLUG SELECT DRILL 
Start with four rounds buckshot or birdshot in 
your gun with slug ammunition available for a 
reload. At start, engage a steel target at 12 yards 
with one shot. Transition to a 25-yard target. 
Load slug in the magazine tube, (press the ac-
tion bar release if necessary) run the action, 
ejecting live buckshot round and bringing the 
slug into the chamber. Engage the 25- yard tar-
get. Time limit 5 seconds (work up to the time 
limit as a goal).

In 2018, a San Diego Sheriff’s Deputy saved 
a female hostage from an armed killer using 
his patrol shotgun. He fired from less than ten 
yards away hitting the suspect in the face. The 
hostage, just inches away, was unharmed by 
the buckshot projectiles. The Deputy knew 
how his gun patterned, and was confident in 
his ability, due to good training and practice. 
How proficient are you with your shotgun?   3

BIO
Lew Gosnell is a former Marine and police
officer. He served in Los Angeles as a Patrol-
man, Detective, Patrol Supervisor, Gang 
Unit Supervisor, SERT and Department 
Rangemaster. He has won the Soldier of 
Fortune 3-Gun Championship, SASS “End 
of Trail” Cowboy Shooting Championship 
and Steel Challenge Shotgun Speed Shoot-
ing Championship. He competes in USPSA, 
IDPA and GSSF, and is a Gunsite Academy 
(www.Gunsite.com) Staff Instructor and 
Rangemaster.

SAFETY
All guns are always loaded.
Never let the muzzle cover anything 
you are not willing to destroy.
Keep your finger off the trigger until 
your sights are on the target.
Be sure of your target.
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In the preface to The Rise of Superman, Author Steven Kotler states:
This is a book about the impossible, but it starts with the invisible. Over the past three 
decades, an unlikely collection of men and women have pushed human performance 
farther and faster than at any other point in the 150,000-year history of our species. In 
this evolutionary eye blink, they have completely redefined the limits of the possible. 
But here’s the strange part: this unprecedented flowering of human potential has taken 
place in plain sight, occasionally with millions of people watching – yet almost no one 
has noticed.

Kotler transitions from his dramatic 
claim to an introduction he calls 
“Before the Flow”. He states that in 

the 1990s there were less than 100 big wave 
riders, but that today there are thousands. He 
says the same is true for all other “extreme” 
sports. He claims, “Right now, more people 
are risking their lives for their sports than 

ever before history …”. He says that since 
Darwin published The Origin of Species, 
survival and procreation were the only sci-
entifically acceptable answers to “What is the 
meaning of life?” but that the phenomenon 
he chronicles challenges this assumption.  
Part One, “He Is This Frenzy” opens with a tell-
ing of the Kerri Strug story. Strug was an Ameri-

can gymnast in the 1996 Olympic Games. She 
was not favored for victory and she initiated 
her event attempt on a sprained ankle. She 
landed and snapped her ankle, but executed 
cleanly and only succumbed to her injury af-
ter having won the event. Kotler shares an-
ecdotes of skateboarders and skiers to make 
points about performance and mental state.

EXECUTIVE 
SUMMARY

       BY STEVEN KOTLER  SUMMARY BY CHRIS GRAHAM

THE RISE OF 
SUPERMAN
Decoding the Science of Ultimate Human Performance 

main: A parkour athlete swings into the “human 
flag” position.

inset: Skydiver Felix Baumgartner jumped from 
a balloon 24 miles above the earth’s surface, 
exceeded Mach 1 in freefall and landed safely 
as the first supersonic human being.

M
AIN: PIXABAY - SCHW

ALBENSCHW
ANZ

INSET: SCREENSHOT

https://www.youtube.com/watch?v=vvbN-cWe0A0
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EXECUTIVE SUMMARY

The author identifies Mihaly Csikszent-
mihal as originator of the term, “flow”. Csik-
szentmihal honed his perspective as a child 
playing chess in an Italian prison camp in the 
1930s. He asked himself what contributed to 
a life worth living and later became Chairman 
of the University of Chicago Department of 
Psychology and later served at Clairmont 
University. Kotler says, “flow was a term his 
subjects kept using when everything was go-
ing right and work was effortless, fluid, and 
automatic.

Mihaly Csikszentmihal identified 10 ele-
ments of “flow” state:
1. Clear goals: Expectations and rules are 

discernable and goals are attainable and 
align appropriately with one’s skill set 
and abilities. Moreover, the challenge 
level and skill level should both be high.

2. Concentration: A high degree of 
concentration on a limited field of 
attention. 

3. A loss of the feeling of self-
consciousness: The merging of action 
and awareness.

4. Distorted sense of time: One’s 
subjective experience of time is altered.

5. Direct and immediate feedback: 
Successes and failures are apparent, so 
behavior can be adjusted as needed.

6. Balance between ability level and 
challenge: The activity is neither too 
easy nor too difficult.

7. A sense of personal control over the 
situation.

8. The activity is intrinsically 
rewarding, so action is effortlessness.

9. A lack of awareness of bodily needs.
10. Absorption: narrowing of awareness 

down to the activity itself.

Kotler makes the case that extreme sports 
have provided situations with a limited menu 
of options: “sudden death or sudden insight” 
and therefore a supreme motivation for suc-
cessful calculation and execution. He shares 
climbing tales from Mount Fitzroy, the tallest 
mountain in Patagonia and BASE jumping ex-
periences from the Red Bull Air Force jump 
from the Willis Tower (formerly the Sears 
Tower) navigating precise, unforgiving freef-
all tracks in a modern urban canyon before 
deploying parachutes with no time for sec-
ondaries. He discusses “pattern recognition 
and ESP” and “the neurochemistry of flow”.

In “Dirtbags to Samurai” he shares more 
sports anecdotes and examines performance 

over time. He says, “The question here isn’t 
about how flow helps these athletes do the 
impossible once; it’s about them doing the 
impossible over and over and over again. It’s 
about long-term mastery not short-term suc-
cess…”. Kotler shares ideas on how repeated-
ly entering flow state for peak performance, 
and continuously achieving new bests accel-
erates the learning curve over time. He shares 
more stories from skiing, kayaking and free 
diving.

In “the Darkside of Flow” he shares stories 
of athletes who flew too close to the flame. 
He shares a quote from C. R. Johnson: “the 
joy I get from skiing, that’s worth dying for” 
and points out that Johnson died shortly after 
making that statement. 

In “Flow-Hacking Technologies” the au-
thor describes equipment used in attempts 
to identify aspects of “flow”. He explains 
that a stopwatch provided the only metric 
of performance for Roger Bannister’s sub 
four-minute mile. He says we can now mea-
sure ATP (cell energy levels) in real time. He 

states that MRIs used to study the body gave 
way to functional MRIs (fMRIs) in the 1990s 
measuring blood-flow activity in the brain. He 
describes “neural feedback— the use of EEG 
to train performance”. Kotler predicts the rise 
of more individually viable technologies such 
as the Neurotopia BrainSport, Nike Fuel Band, 
Jawbones’ UP, the Basis Band and a range of 
iPhone apps. He predicts Flow Genome Proj-
ect “Flow Dojos”. 

In the final chapter, “Flow to Abundance” 
the author shares the story of the Red Bull 
Stratos Project. Skydiver Felix Baumgartner 
jumped from a balloon 24 miles above the 
earth’s surface, exceeded Mach 1 in freefall 
and landed safely as the first supersonic hu-
man being.

Many combat veterans from all generations 
will laugh at the idea that extreme sports 
appear to be the impetus for flow state in 
the mind of Steven Kotler. The Book of Five 
Rings and accounts of Miyamoto Musashi’s 
sword fights describe flow state. Successful 
gladiators, jousting knights and duelists with 
flintlocks and six-guns may have been famil-
iar with the state before “extreme skateboard-
ers” were. Fighter pilots, infantrymen and oth-
er warriors who have developed the skill of 
calm, precise, detached action while on the 
receiving end of machine-gun fire, bomb frag-
ments or screaming human wave charges are 
likely to be less awed by the feats of Kotler’s 
entertainers than he seems to be, but The 
Rise of Superman is a valuable addition to 
the library of anyone interested in peak per-
formance. The author appears to have a wide 
blind spot of historical awareness, but the re-
search he has done, the information he shares 
and the concepts he brings to the table can 
provoke growth in any discipline. Overlook-
ing the lessons of Kotler’s anecdotes could 
prove just as deadly for a warrior as for an 
extreme athlete. There is an edge to be gained 
here.   3 

BIO 
Chris Graham is the former commander of 
a military anti-terrorism unit and serves as 
editor of Tactics and Preparedness. Visit 
his books and training products at www.
ChrisGrahamAuthor.com.

•••
If there is a book you would like to recommend, 
or to contribute a summary, contact us at: 

Contact@ChrisGrahamAuthor.com
•••

Extreme sports have 
provided situations with a 
limited menu of options: 
“sudden death or sudden 
insight” and therefore a 
supreme motivation for 
successful calculation 

and execution. 

https://www.amazon.com/Steven-Kotler-Rise-Superman-Paperback/dp/B00SCV24T4/ref=sr_1_8?keywords=the+rise+of+superman&qid=1565737802&s=gateway&sr=8-8
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When driving off-road, there is one basic objective: 
getting to where you want to go. In order to achieve 
that goal, a driver must strive to avoid becoming stuck 
or breaking his vehicle. 

It is important to understand that most 
off-road vehicle breakdowns occur at-
tempting to get a vehicle unstuck or by 

being too aggressive when attempting to 
overcome an obstacle. My recommendation 
is to find the path of least resistance to avoid 
becoming stuck. The first rule of off-road driv-
ing is: always select your best mode first. 

In places where there are obstacles or no 
obvious road exists, it is a good idea to scout 
the area ahead on foot before you drive. Look 

for hidden obstacles, select 4L on the selec-
tor and drive at a crawl. Tall grass and under-
brush can hide many dangers. All too often, 
impatience leads to becoming stuck when a 
safer path is overlooked. If you cover enough 
ground off road, there are times when you 
will become stuck and it will be to your ad-
vantage to develop a plan as to how you will 
get yourself unstuck. These situations are 
where you always select your four low ra-
tios (4L). These lock up the differentials and 

BY BRUCE REICHEL

PIXABAY - FREE-PHOTOS
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should be not be used on paved roads. There 
are many different four-wheel drive systems 
in use today. The all-wheel drive systems are 
usually not well suited for serious off-road 
use. Audi, Rover, Mercedes and a few others 
make very sophisticated 4WD systems. Suba-
ru has an electronic “X-Drive” system that is 
fantastic. It is torque sensing and uses fuel 
system re-mapping to limit engine power.

Based upon what resources you have with 
you, try to start with the easiest things first. 
Try to back out the way you came. Try turn-
ing your wheels from side to side to search 
for some traction. Be careful not to spin your 
tires and dig yourself in to the point your un-
derside is resting on the ground. Once your 
frame is resting on the ground it becomes 
much harder to move. One thing you can 
do that often helps is to unload all of your 
passengers. Making the vehicle lighter makes 
it easier to move. If that does not work, ask 
your passengers to help by pushing. Using 
people to pull should not be attempted un-
less you use a rope to give a safe standoff dis-
tance between those pulling and the vehicle 

being pulled. It will launch forward when it 
becomes unstuck. Running over people in 
close proximity who move unpredictably or 
stumble is a hazard. The vehicle may lurch in 
an unexpected direction and flying debris 
such as rocks kicked up by spinning tires is 
also a constant hazard. If your tires are spin-
ning and you are not moving, is it because 
it is slippery or is it because you have dug 
yourself in to the point your frame is resting 
on the ground?

If you are in mud or sand, one way to im-
prove your traction is to let some air out of 
your tires. Some military vehicles have a sys-
tem incorporated into them to change tire 
pressures to suit different conditions. I have 
gone as low as twelve PSI when driving on 
sand, fifteen when driving over rocky terrain 
and dirt and as high as forty-five PSI in deep 
snow. Lower tire pressures make a tire more 
compliant, allowing it to conform to a rough 
surface and increase the size of its footprint. 
Higher tire pressures, decrease the footprint 
and opens the tread increasing penetration 
and helping clear snow from within the tread. 

If some of your tires are spinning but not all, 
the technique of left foot on the brake while 
applying gas can redistribute some of your 
power to the wheels that are not spinning. 
Your ABS will help balance out the power to 
all the wheels. The brake pedal will shudder, 
but that would be normal. The only down 
side to this is that it does shorten the life of 
your brake pads.

If that does not set you free then the next 
thing to try is jacking the vehicle up and fill-
ing in the holes where the tires have dug 
themselves in. This is a good reason to bring 
a shovel with you. Most jacks that come with 
vehicles only lift a vehicle high enough to 
change a tire. I recommend a “Hi-Lift” jack. 
Hi Lift jacks can be used as a jack, a clamp, a 
winch, a dent puller and some other things I 
have never tried. However, they can be dan-
gerous. They can fall over, and careless oper-
ating can result in injuries. If you have tried 
all of those things and you are still stuck, you 
are going to need help from another vehicle 
or a winch. 

Of all the recovery tools that are out there, 

TOW ROPES HAVE LITTLE ELASTICITY AND ARE 
NOT AS EFFECIENT AS A SNATCH STRAP. 

PIXABAY - 3005398
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the ones that I use most often and take the 
least amount of time and effort to use are re-
covery straps. Beware, chains are not friendly 
when attached to vehicles. When people try 
to pull with them there is always the dan-
ger of them breaking or pulling off parts of 
your vehicle. When people jerk on them, the 
chance of an injury can be great. I have seen 
chains explode sending pieces of links in all 
directions like bullets. I had one go through 
the hard shell of a Humvee and put a huge 
dent in the roof brace directly above the 
driver’s head. Towropes have a little elastic-
ity and have hooks on the ends that I do not 
like. The flat snatch straps have more elastic-
ity, which insulate a vehicle from the sudden 

shock loads that cause 
failures. My preference is 
for the Kinetic ropes or 
“Jerkers”. They come in 
all strengths and are even 
more elastic than the flat 
straps. When they fail, they 
are far less dangerous. It 
is important how you at-
tach the chains, straps and 
ropes to vehicles. Use tow 
points and frame members 
whenever possible. I have 
used towropes, snatch 
straps and kinetic ropes 
for towing. (*Remember 
to unlock the steering of 
the vehicle being towed.) 
Most towropes are short 
and do not stretch much. 
They should only be used 
at low speeds. The straps 
and ropes are usually lon-
ger and provide a lot of 
flexibility; however, the 
longer the towing device, 
the less maneuverability 
you have with the towed 
vehicle. When you are tow-
ing, you should operate 
like a train. The tow vehi-
cle is the engine and does 
the pulling. The towed 
vehicle does the braking. 

The towing vehicle needs to be careful not to 
jerk when accelerating and the towed vehicle 
needs to brake early during deceleration and 
keep slack out of the towing device. Radio 
communication between the vehicles is best, 
but hand signals may be used. 

When using snatch straps or kinetic ropes 
for recoveries it is best to make your first at-
tempt as a straight pull. If you did not move 
the stuck vehicle, back up about a car length, 
then accelerate with a car length of slack and 
try it again. Each time you attempt to give it 
a jerk and are unsuccessful, add another car 
length of slack and try it again. It is very im-
portant not to run over these recovery ropes 
and straps. They are smooth and slippery. If 
you drive on them and spin one of your tires 
on them, they quickly melt and fuse together, 
losing their flexibility. This dramatically weak-
ens them at that spot and they will soon 
break where they melted. It pays to take care 
of your equipment. The only ropes or straps 
that I ever saw break were when attempt-
ing to pull a vehicle up a steep incline over 
a ridge or onto a flat area. At some point, the 
direction of the pull changes from upwards 
to horizontal. If your front tires have not 
passed the apex of the rise when the direc-
tion becomes horizontal it will go no higher 
and you will be pulling your vehicle into the 
incline, not up it. Using something to raise 
the cable or rope high enough to let the front 
tires clear the apex of the climb will keep you 
from breaking it. 

If you are thinking about buying a winch, 
you should realize that you should also con-
sider how you are going to mount it on your 
vehicle. Consider how far it protrudes out the 
front of your vehicle. Some people install re-
ceiver mounts front and rear so their winch 
can be used in either end of their vehicle. The 
downside is the cost, weight and sacrificing 
some of your approach and departure angles. 
Additionally, you need to have a place to store 
it. When you buy your winch, get a kit for it 
with all the shackles, tree savers, line damp-
ers, etc.

You must decide which type of cable you 
are going to use on it. Your choices are wire 
rope or synthetic line. Wire cables should be 
kept clean and tight when they are on the 
winch spool. When putting wire cable on 
your winch you must first attached it to the 
spool at the “terminator” (the cable end.) 
Then put five wraps on under no load, and 
hand tighten them side by side. From then 
on use the vehicle to put tension on the 

cable and use the winch to wrap the cable 
onto the spool. I like to pull the cable out 
straight in front of the vehicle and attach it 
to something solid, then wind the cable in go-
ing uphill or put the E brake on part way for 
resistance to keep the cable tight. As I wind 
the cable in, I just steer the vehicle slightly 
to the right and left to feed the cable onto 
the winch at a slight angle so that the cable 
winds tightly onto the spool and against the 
previous wrap. It takes a little practice to 
learn when to change the steering direction 
to make the wrap change direction when 
you reach the edge of the spool. (Hint: when 
the cable touches the fairlead, turn in the op-
posite direction.) With practice, you can do 
this during a recovery pull. Putting oil on a 
wire cable will attract dirt. Sloppy wrapping 
or “junk wrapping” puts kinks in wire cables 
weakening them and making them harder to 
store.

Synthetic cable does not kink as wire 
cable does, but becomes damaged on rocks, 
grit and other sharp edges. It is stronger and 
more user friendly, but should be cleaned 
from time to time. It is not necessary to spool 
it perfectly as long as it’s put on the spool in 
layers. Pulling at an angle will cause the cable 
to build at one end of the spool. This can cre-
ate real nightmares. It reduces your pulling 
force. If too much cable goes on at one end it 
can bind on the winch frame and crush wire 
cable or explode the winch. Synthetic line 
sometimes becomes tangled as the layers of 
line roll over each other. I’m not a fan of wire-
less winch controllers unless there is also a 
manual backup. I recommend a “Pull Pal” as 
the best tool to anchor your winch to. Online 
videos of each of these skills can be good, but 
some contradict others, and some just want 
to sell you something. If off road travel may 
be necessary within any of your contingency 
plans or adventures, the time to learn the ca-
pabilities and limitations of your equipment 
and your skills is now. 4WD is a great capa-
bility, but it is not magic, and there is more 
to successfully travelling off road than simply 
hitting a button.   3

BIO
Bruce Reichel began training counter ter-
rorist driving in 1976 at BSR. He served 
there for 28 years and was their senior 
driving instructor. He is the author of the 
novel: Mona (Dorrance Publishing) and 
currently instructs with RKI Group (www.
rkigroup.net).

A Hi Lift jack can 
be used as a jack, 
a clamp, a winch, 
and a dent puller.

W
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Police shootings are referred to as critical incidents or more correctly, dynamic 
critical incidents. 

Dynamic refers to “a process or sys-
tem characterized by constant 
change, activity or progress”. The sit-

uations officers are working are dynamic; in 
a constant state of change, taking new direc-
tions based on the involved parties and of-
ficer’s actions. Officers must process events 
and make decisions quickly. 

The officer’s actions and decisions are 
based on training and past experiences. This 
is why high-quality training and evaluation 
of performance is critical. Strict adherence 
to safety procedures by officers is required 
to avoid potentially fatal errors. Anyone who 
owns or carries firearms is well advised to 
learn from the experiences of law enforce-

ment officers. Their tactics are not identical 
to self-defense tactics, but there are large ar-
eas of common concern. 

INCIDENT 1
In Lafayette, Indiana, three officers searched 
an apartment for an unwanted person. They 
searched with their guns out and used 
weapon mounted lights. This was a day time 
search. Weapon mounted light use was a 
good idea as indoors you can encounter low 
light conditions even during the day. One 
danger with pistol mounted lights is using 
the trigger finger to turn the light on and off 
during a search. I am a strong advocate of 
lights on and kept on. You have effectively 

announced, “Police … come out now”. It 
is not secret you are there and you are not 
going to lose the element of surprise by 
them seeing your light. Keep the light on, 
finger indexed along the frame or slide and 
be sure you can see what you are pointing 
your pistol at. 

The officers were done searching when 
a mad dog got loose. As they fled from the 
dog, one officer shot the other officer in the 
back. We know from training that in fright 
we clench our fist, which is why we train to 
index along the frame or slide, not the trigger 
guard. This fine point of training, “keep your 
finger straight and off the trigger until you 
are on target and ready to fire”, is essential to 

BLUE  
BLUE 

BY KENT ODONNELL
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avoid possibly fatal accidents. The second is-
sue was muzzle awareness. “Keep your muz-
zle pointed in a safe direction at all times”. 
The body camera videos show the muzzle 
pointed at the soon-to-be injured officer sev-
eral times in the seconds prior to the shot be-
ing fired. Live fire training requiring officers 
to move with the weapon in Sul (Portuguese 
for south) position should be conducted. Sul 
is Max Joseph’s pistol position in which the 
pistol is held with both hands, flat on its’ side 
to the chest, muzzle oriented just in front 
of the shooter’s toes. It allows a shooter to 
maneuver in tight spaces without muzzling 
themselves or others, but is not used to re-
place alert, ready or shooting positions when 
it is appropriate to have the weapon extend-
ed or oriented toward potential targets. 

Police firearms instructors must constantly 
pursue growth and betterment. Unfortunate-
ly, some of them have held the positon for 
years as a way to avoid working night shift 
patrol, and they are the king of the range 
castle and do not adapt to current best prac-
tices quickly. I have trained on police ranges 
where the rule is you only have your pistol 
out of the holster at the clearing barrel or 
on the firing line. Anything else is reserved 
for SWAT officers. I have taught officers and 

citizens to use the SUL position correctly for 
years with great success. Instructors need to 
raise the student’s skill level, not train to the 
lowest level. I do not like to hear instructors 
say: “KISS, keep it simple stupid”. Neither I 
nor my students are stupid. Train students 
well and expect them to act responsibly. You 
will reap what you sow.

Firearms instructors who conduct live 
fire drills, spend (or should spend) hours 
planning the drill, pre-running the drill 
themselves, then with a test group of other 
instructors to ensure the drill teaches the de-
sired skill and can be conducted safely. In the 
beginning of training we give the students 
lots of information. We might even demon-
strate the expected outcome for them. As 
students get better, instructors will give less 
information and allow students more room 
for initiative and problem solving in the sce-
nario. This is great range training.

In real life, officers arrive on scenes of 
critical incidents with very little informa-
tion. Officers are commonly given conflict-
ing information. The information passed by 
the dispatcher, working as fast as they can is 
old news. In essence, the officer has to apply 
learned concepts perfectly, quickly and cor-
rectly or disaster can follow. 

INCIDENT 2
In Baltimore County, four officers responded 
to help a citizen who had advised dispatch an 
intruder had broken into his home and was 
waving a gun. Upon arrival they contacted the 
caller/home owner, who was sitting calmly in 
a chair facing the front door. The home owner 
would not exit the home as police talked to 
him. He stated he had called the police and 
no one else was in the home. The officers di-
rected him to keep his hands in the air as they 
entered the home. They went in to conduct a 
welfare check to ensure the man was not be-
ing held against his will by a person in hiding. 
The man lowered his hand and armed him-
self with a pistol. He then pointed the pistol 
at the officers. When he raised the pistol, the 
four officers fired. The man was killed and one 
officer was shot by one of the other officers. 
The officers found his will and burial request 
left out. This was a text book “suicide by cop” 
situation. 

I train officers to give suspects one com-
mand at a time, and it must be a command 
they can achieve. It sounds like the man com-
plied, with the command to put his hands up. 
Did they not see the gun? Most officers seeing 
a weapon would move to secure it to prevent 
any confusion or arming of anyone but cops. 

Know what is in your line of fire, from the muzzle to the target and 
beyond. Good guys circling bad guys can set up a disastrous crossfire. 
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Maybe they did not see the gun. He was not 
compliant in leaving the house, but he did put 
his hands up. He should have been secured 
and searched, while confirming he is the 
home owner. That was not done. The officers 
apparently moved past an uncontrolled per-
son in this case; a high risk move, but some-
times the right choice. We need more informa-
tion to know why they did this. 

I train citizens and officers that your gun 
is to protect you, and your armor and body 
are to protect others. Keep the suspect at 
gunpoint and only friendlies (not unknowns) 
behind you. At some point, a friendly was al-
lowed to get in the line of fire. I can see this 
happening with the armed person free float-
ing in a mall or even in a house, weapon down 
in a non-threating manner. This man was re-
portedly sitting though, so it appears the of-
ficers violated the laser rule: “know what is in 
your line of fire, from the muzzle to the target 
and beyond”. Good guys circling bad guys can 
set up a disastrous crossfire. 

Trying to arrest a person in a vehicle as a dy-
namic operation is a high-risk choice. Vehicle 
“jumps” are common practice for narcotics of-
ficers and many times have ended up in dead-
ly force encounters. There are several factors 
that make vehicle take downs risky. Number 
one, the vehicle can move and run over offi-
cers. Officers can use deadly force to defend 
themselves against being runover, but shoot-
ing at a moving target is difficult and often 
requires a number of rounds before you get ef-
fective hits on target. We can’t count on most 
components of a car to reliably shield us from 
bullets, but if an adversary is in a vehicle, think 
of vehicles as light armored vehicles because 
of the lack of predictability of what the rounds 
will do when impacting the car body, interior 
workings and windows. Officers are trained 
to “look for work”; we push constructive self-
initiated activity. This sometimes results in 
officers running to surround the car and ev-
eryone shooting. Due to tunnel vision, lack of 
training or fright, a dangerous crossfire devel-
ops. SWAT officers train frequently to conduct 
vehicle take downs. We practice pinning the 
suspect vehicle between two police vehicles 
so the suspect vehicle cannot become mobile. 
We practice setting up an “L” on the vehicle 
with officers assigned lanes of fire and strict 
adherence to the term, “stay in your lane”. We 
place no one immediately on the other side 
of the car. Perimeter officers and K-9 teams 
can capture anyone who runs. Doing this right 
requires a lot of training, planning and labor. 

Most departments keep the risk of “vehicle 
jumps” with just a few officers, but blue on 
blue crossfire shots are still common. 

If we had strict adherence to the laser rule, 
“know what is in your line of fire from the 
muzzle to the target and beyond at all times”, 
officers would rarely shoot each other. We all 
have a reactionary gap though. In the time 
from when we see a threat, decide it requires 
us to shoot, our brain tells the body to shoot 
and we simultaneously track the suspect, 
(now being affected by tunnel vision) and 
we potentially shoot when the target is no 
longer clear. We must understand it took you 
longer to read this description than the time 
the shooting will take place, that is dynamic. 

INCIDENT 3
In Jefferson Parrish, a well-trained police de-
partment suffered a blue on blue shooting 
where just this happened. A narcotics suspect 
was resisting arrest by backing away, striking 
a deputy. As his vehicle backed toward other 
officers, they fired in self-defense. The driver, 
passenger and a deputy were all shot. The 
driver died on scene, the passenger died at 
the hospital, and the deputy was listed in criti-
cal but stable condition. Again, laser rule and 
an “L” not an “0” on the suspect or suspect ve-
hicle could have made a difference. We keep 
circling suspects so they cannot flee on foot, 
and the tactic has its’ place, but at all times we 
need to be ready to set up an “L” formation on 
the suspect.

INCIDENT 4
St. Louis officers were in a vehicle pursuit. 
Shots were fired at the police by three sus-
pects in the vehicle. Officers “stop sticked” 
the vehicle to deflate the tires. It crashed 
and a shootout ensued. An off-duty officer, 
who lived in a house near the shooting, ex-
ited his home with his duty handgun. He was 
challenged by two officers, and he complied 
with their instructions and laid down on the 
ground. He identified himself as an off-duty 
officer. The officers, then asked him to walk 
toward them once they recognized him as a 
fellow officer. 

Simultaneously, another officer arrived on 
the scene, thinking the officers were still in 
a shootout, he saw the off-duty officer not in 
uniform, with a handgun, walking toward oth-
er officers. He shot the off-duty officer strik-
ing him in the arm.Getting involved in critical 
incidents when not in uniform is a high-risk 
choice. It is good for officers to have an iden-

tifying vest or visible badge and flash light, or 
keep yelling “I am a cop” to avoid being target-
ed. CCW citizens attempting to assist others 
in a critical incident also incur this risk and 
should think twice.

In this unfortunate incident it seems as if 
the off-duty officer did all the right things. 
It appears the arriving officer fired without 
enough information. “Be sure of your target”. 
Why were no other cops shooting at him? 
Take a second, the off-duty officer was not 
pointing his weapon at the officers or at the 
officer who shot. Just because you are at the 
scene of a shooting, does not mean you will 
need to shoot. This critical thinking is espe-
cially required today with the increase in ac-
tive shooters. The chances for shooting a good 
person are high. 

The use of deadly force in the text book 
sense presents as a window, from this level 
to this level you may shoot. I disagree with 
that training premise. The use of deadly force 
is not a window of opportunity, but rather a 
fleeting moment in time. Officers will be in 
incidents where the only reason they do not 
shoot is the reactionary gap. The officer sees 
a threat that meets the requirements to shoot, 
begins to—but wait—something changes and 
now it is a “no-shoot”. The best way to build 
these decision-making skills for shooters is 
with the use of reality based training or inter-
active video simulators. Both are costly and la-
bor intensive, but compared to law suits they 
are a value.

The only way you can expect to perform 
better than some of the officers mentioned in 
these unfortunate incidents did is to pursue a 
higher volume of higher quality training than 
they were given. Few armed professionals 
shoot competitively, but those who do have 
an advantage. Matches force shooters to ma-
neuver safely with a loaded firearm, execute 
challenging marksmanship skills, simulta-
neously make decisions under a little bit of 
stress and can supplement training.    3
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www.360worldwidesecurity.com.
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A lot of people fish; some for pleasure, some to eat. 

I have fly fished high mountain lakes and 
streams in Montana for rainbow trout, 
fished offshore in Louisiana, and many 

times in Lake Pontchartrain and the sur-
rounding bayous. There are times when fish-
ing may be necessary for sustenance. Being 
stranded in a survival situation or enduring a 
depressed economic climate such as the one 
Venezuelans suffer under President Maduro’s 
United Socialist Party policies make clear 
how valuable redundant food acquisition 
skills can be. Different types of fishing require 

different techniques, equipment and baits.
Louisiana is called the Sportsman’s Para-

dise. You can generally fish any time of year 
here, either in a bayou or lake or offshore. You 
can also catch crabs, which is a whole differ-
ent type of fishing. There are literally dozens 
of types of fish in Louisiana, both onshore 
and offshore, but if you are trying to survive, 
it may be wise to go after one of the most 
common fish in the area: catfish. The catfish 
is a scavenger and can be found just about 
anywhere and anytime of the year. The catfish 

is not only found in Louisiana, but across the 
United States. It is also farmed in many places.

The main three types of catfish that are 
found in Louisiana are the channel catfish, 
blue catfish and flathead catfish. I believe the 
tastiest types are the channel and blue cat-
fish. Less tasty, but still edible, is the flathead 
catfish. More tolerant of brackish water than 
other species, blue catfish thrive in interme-
diate to brackish waters. Flathead and chan-
nel catfish, preferring sweeter water, move 
farther inland in major channels or deeper 

EAT 
BY JIM LeBLANC

CATFISH
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bayous to escape the saltwater intrusion.
You can use any type of fishing rig, from 

a cane pole to a spinning reel to catch these 
fish. Even just a line and some hooks will 
work if necessary. There have been a lot of TV 
shows showing people “noodling” for catfish 
in recent years. 

Noodling involves plunging your hand un-
derwater into a bank area, hoping you can 
grab a jaw or that the catfish will bite onto 
your hand in a defensive move, and then you 
can drag it out while it is latched onto your 
hand. I do not recommend this technique for 
several reasons. First of all, noodling should 
be considered a two-man technique, because 
there are a number of things that might re-
sult in needing help. There can be poisonous 
snakes around, e.g. water moccasins. Snap-
ping turtles, nutria (a big water rat) or beaver 
can also be underwater, and they can pro-
duce dangerous bites. Without proper treat-
ment, infection can be deadly. A number of 
deaths have been reported from “noodling”. 
If you are by yourself, those dangers are all 
the more hazardous. 

Cane poles are simple and known to have 
been used for over a hundred years. They 

work well from banks of bayous and rivers 
and lake shorelines. If you have access to a 
boat or fishing pier, you may want to consider 
a rod and reel. Catfish can be caught day or 
night, generally any time of year. I typically 
use a Shimano spinning reel. You will want a 
medium to heavy fishing rod as some catfish 
can weigh over 40 pounds. You will need a 
sturdy hook (4 to 1/0), and at least a 12 pound 
line (or stronger). You can fish your bait un-
der a cork or let the bait sink to the bottom. 
When you feel a tap on the line, set the hook, 
and reel in supper. Baits vary as much as fish-
erman’s tales do. I typically use live cocahoes 
(minnows) or live shrimp. In a more spartan 
environment, bait can be made from dough 
balls, chicken livers or earthworms. I have 
even caught catfish on spinning lures. 

If you don’t use a cork or float, toss your 
line in, let it sink to the bottom and slowly 
reel it in, occasionally “popping” the line to 
make it jerk and move, like a bait fish might 
do. When you feel a tug on the line, quickly 
lift your rod back to set the hook in the fish 
and carefully reel it in. Be very careful when 
landing a catfish. Their long fins can produce 
a very painful wound if you get stuck as the 

slimy covering can be mildly toxic (I learned 
this the painful way). Use gloves or a plastic 
fish grabber to hold the fish while removing 
the hook and avoid the spines on the dorsal 
and sides of the fish so you don’t get stuck. 
The puncture pain is unpleasant, but a re-
sulting infection can be even more serious. 
I treat a “stick” by a catfish with normal first 
aid – wash, clean and apply antibiotic. I do 
not cover it. Soaking in hot water initially also 
seems to work well. Infections from Vibrio 
Vulnificus, a type of flesh-eating bacteria, 
is on the rise around the Gulf Coast area. It 
can be present in brackish ponds, estuaries 
or areas along the Gulf Coast, so be careful. 
This can be a fatal infection in a matter of 
hours, depending on the amount of toxin ex-
perienced and the strength of your immune 
system. There is more to it than just this, but 
these are basics for getting started.

Once you catch the fish and get it off the 
hook, the next thing you must do before you 
can eat the fish is clean it. Catfish are different 
in that they have no scales like most fish do. 
Instead, you have to skin a catfish. Start with a 
very sharp filet knife or use your fixed blade 
or folding knife if circumstances dictate. The 

UNLIKE MOST OTHER 
FISH, CATFISH HAVE 
NO SCALES. YOU NEED 
TO SKIN IT. WITH SOME 
PRACTICE, YOU CAN 
HAVE PERFECT FILETS 
TO FRY OR GRILL.
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cut will not be as precise with general pur-
pose knives or tactical knives since the blade 
may be shorter than a filet knife, but they can 
still get the job done.

Make a cut behind the head from top to 
bottom. You will have to feel behind the head 
to make sure you get past the bone. Make an-
other set of cuts along the top and bottom 
of the head to the tail. At this point you can 
pull the skin off with a good pair of pliers 
(it’s almost like leather). Then insert the filet 
knife under the cut by the head, go down to 
the spine and make a cut parallel to the spine 
all the way to the tail. If you decide to filet 
it without removing the skin, go to the cut 
behind the head, insert the filet knife under 
the cut to the spine and cut parallel back to 
the head back to the tail. Flip this piece over 
from the fish body and insert the filet knife 
between the skin and meat and cut until the 
filet is free. That method will give you a nice 
filet with minimum work. This technique also 
works on other types of fish if you don’t want 
to scale them.

Next, prepare the fish to eat. I use two sim-
ple methods. I usually soak the filets in cold 
water for ten minutes. During that time, I take 
a gallon sized Ziploc bag and fill it ¼ full with 

seasoned fish fry and just a little bit of cay-
enne pepper. I seal the bag and shake it up to 
mix the ingredients. I then rinse the filet and 
drop it in the bag, seal it, and shake around to 
coat the filet completely. After coating it, I re-
move it and place on a platter until I have all 
the filets that I am planning to cook. If frying 
in a skillet, I fill the skillet to about ¾ inch of 
peanut oil (vegetable oil will also work) and 
heat medium high until the oil is shimmering. 
I put the fish in and cook for two minutes, 45 
seconds on each side. If using a deep fryer 
where the whole filet is immersed, I cook for 
three minutes and 30 seconds. Place them on 
paper towels to drain the excess oil and eat 
them once they are sufficiently cooled.

Another technique for cooking catfish is to 
lightly coat the filets with yellow mustard be-
fore putting them in the Ziploc bag. The mus-
tard technique gives a great flavor with no 
hint of standard mustard flavor. This produces 
a very tasty filet. Alternatively, plain flour with 
some salt, pepper and cayenne pepper in the 
Ziplock bag works well to coat the fish if you 
do not have fish fry. Fish fry uses corn meal 
instead of flour, so this will give it a slightly 
different taste. In a survival environment you 
may not have either fish fry, flour or oil. In 

this case, you can just pan fry the fish on both 
sides until golden brown, approximately 
three minutes per side, in vegetable oil, lard 
or Crisco. If none of that is available, you can 
also place the fish over a fire on an impro-
vised grill or skewer and cook until done.

Fishing is an activity many people enjoy 
for fun, and it is also widely practiced around 
the world for subsistence. It is an activity you 
can practice with family or friends now, and 
a skill you and your children can have in your 
back pocket in an emergency. There are a lot 
of places in the United States where catfish 
are plentiful and you have the opportunity to 
try one now.   3
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Most terrorist groups are now leveraging the Internet 
to recruit, train and spread propaganda, especially 
“global brands” such as al-Qaeda. 

Criminal groups and foreign intel-
ligence services appear to have 
demonstrated electronic theft and 

sabotage capabilities. In the last year, social 
networking sites such as Facebook, Twitter 
and Myspace have all been used as vehicles 
for international and domestic terrorist com-
munication. Google Earth has been used by 
al-Qaeda operatives to locate potential tar-
gets such as military recruiting stations. We 
shouldn’t underestimate the sophistication 
of terror groups. When it comes to commu-
nications technology, if we use it, they use it. 

Extremist websites are surprisingly easy 
to find and access, and experts believe there 
are perhaps thousands in existence.1 Some 
sites are published in English and others of-
fer quick translation for the interested reader. 
Other web pages look benign, appearing to 
be classified ads or an online directory; how-
ever, with one correct click, the secret door 
opens to the actual home page. The sites in-
voke the call of jihad, contain bomb-making 
advice and even offer “webinars” during the 
week for those who want to hear and interact 
with clerics and group leaders.  

Ed. Note: As awareness of 
censorship tactics practiced 
by popular communication 
technology providers spills 
into the public domain, 
it is interesting to take a 
look back on this article 
on “cyber vigilantes” and 
arguments in favor of the 
slippery slope of censorship.

BY JENNIFER L. HESTERMAN

 Citizen Hackers 
Go to War

T H I S  A R T I C L E  I S  R E P R I N T E D  F R O M  T H E  C O U N T E R  T E R R O R I S T  M A G A Z I N E  W I T H  P E R M I S S I O N .

CYBER 
Vigilantes:

PIXABAY - GERALT
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CYBER VIGILANTES

Cyber vigilantism by private citizens is a re-
sponse to their frustration with the number 
of extremist sites in operation and what they 
believe is the unwillingness or inability of our 
government to take them down. Depending 
on whom you ask, private citizens engag-
ing the enemy on the Internet either helps 
or hinders the fight against terror. However, 
the activity occurs daily, and the actors are 
increasingly savvy and effective. 

VIGILANTES AND 
THEIR TRADECRAFT
It would be impossible to profile extremist 
“hacktivists”; they are men, women, young, 
old, ex-military, businessmen, lawyers, house-
wives and techies. They live in big cities or 
small towns and their reasons for engaging 
and methods of infiltration vary. Some have 
come out of the shadows, but most use 
pseudonyms and are colorful characters, and 
are often as intriguing as their work. 

Jester. 
A few months ago, I was given rare insight 
into the world of cyber vigilantes when 
contacted by “Jester,” or th3j35t3r in 3133t 
language. Jester told me he is prior military, 
special forces—although he is careful not 

to identify in which country’s military he 
served. He spent time in Afghanistan and 
watched friends die on the battlefield. It 
became evident that unlike other vigilantes, 
his fight is very personal. My online 
discussions with Jester were enlightening. 
I found him patriotic, well intentioned and 
thoughtful. He often struggles with whether 
his activities are judicious in light of the 
possible ramifications, from legal and safety 
perspectives. The targets of his attacks have 
reached out and threatened his life, but, 
undaunted, he carries on.

Cyber experts agree that Jester is very 
skilled and employs a technique not seen 
before and not easily duplicated. In fact, us-
ing his program XerXes, he could bring down 
most any website in the world instantly. For-
tunately, he is on our side of the fight. Jest-
er’s goal isn’t to permanently bring down an 
extremist website; instead, it is to randomly 
disrupt and take the site off line, typically for 
30 minutes. The site then returns to normal, 
no damage done, other than to the psyche of 
the owner and users. This disruption results 
in anger and frustration because the Internet 
may be terrorists’ last line of clandestine elec-
tronic communication and virtual lifeline to 
the world. 

Through XerXeS, Jester initiates Denial of 
Service (DoS) attacks against extremist web-
sites. His method is unlike typical Distributed 
Denial of Service (DDoS) attacks. DDoS at-
tacks use many computers to overwhelm the 
server with requests, shutting down the site. 
Jester uses a single, low-spec computer with 
low bandwidth in his attack. He transmits few 
packets, but the attack is effective. He dem-
onstrated this to me online and as the jihad 
site “fought back” against the attack, Jester’s 
XerXes program altered activity to match the 
efforts, bringing down the site. 

To prove the lethality of his program to the 
world, Jester released two videos exclusively 
to Infosec Island, a website for IT security 
professionals. His first video shows how he 
uses the XerXes program to bring down a 
Taliban website.2 But his second video really 
caught the attention of those in the cyberse-
curity business: Jester used an improved Xe-
rXes to successfully attack Apache, the HTTP 
software program that runs 57 percent of the 
world’s websites. Infosec Island’s Anthony 
Freed explains the weaknesses in Apache 
are fairly well known among the savvy tech 
elite, but it was only since Jester came along 
with his non-distributed DoS attack that the 
unpatched vulnerabilities in Apache finally 

The more people involved with threat 
reduction and national security, the better. 

Jester takes down 
a terrorist site in a 

demonstration.

https://counter.social/blog/
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CYBER VIGILANTES

became the subject of much concern. Mr. 
Freed’s primary concern: if a hacker used a 
tool like XerXeS in combination with a zom-
bie army consisting of thousands of hijacked 
PCs, the implications for critical systems se-
curity could be extremely serious.3

Other Notable Vigilantes.  
Although perhaps the most interesting, Jester 
is not the first cyber vigilante. Shannen Ross-
miller is a lawyer and mother of three from 
Montana who taught herself Arabic and be-
gan engaging in chat rooms on jihad websites 
in 2003. She spent years creating her perso-
nas and the persistence paid off: posing as 
an al-Qaeda sympathist, she ensnared several 
Americans who had radicalized and turned 
on their country. One would-be terrorist was 
convicted and is spending 30 years in jail for 
offering to use explosives on U.S. pipelines. 
Her most notable case is that of an Army Na-
tional Guard specialist who was preparing 
to deploy and who is now serving a life sen-
tence for treason, aiding the enemy and at-
tempted espionage.4  

In 2008 Bill Warner, a private investiga-
tor and self-proclaimed cyber crusader, shut 
down three extremist websites hosted by a 
Tampa, Florida, Internet service provider. 
One site contained graphic images and video 
related to attacks on U.S. troops in Iraq and 
Afghanistan along with propaganda such as 
inflated casualty counts and propaganda. The 
site had 19 million hits in ten months.5  

Cyber vigilante Aaron Wiseburd is the cre-
ative force behind “Internet Haganah,” a re-
pository of extremist site information. Wise-

burd gathers and stores 
intelligence on the site (ac-
cessible to all), and states 
he has dismantled thou-
sands of extremist sites on 
his own.6  The quote on 
his web page serves as his 
mantra: “asymmetric war-
fare: It’s not just for the other guys.”

Video vigilantes patrol popular websites 
for jihadist postings, flagging them and work-
ing through established procedures with the 
site owners to have the videos pulled. One 
site claims to have had more than 15,000 
videos removed, and identified dedicated 
“channels” maintained by groups such as the 
Taliban. Usually, the service provider is happy 
to comply with the removal requests because 
providing services to known terrorists 
or enemies during a time of conflict gen-
erally violates existing laws. 

EMERGING THREAT 
AND RESPONSE. 
Scam mail vigilantes are a new phenomenon 
and already number more than 1,000—and 
they may be unintentionally helping the fight 
against terror. “Scam baiting” targets illicit e-
mail fund-raising schemes by sending bogus 
replies, tracking IP addresses of the sender 
and reporting these to authorities, defacing 
websites, and reporting the e-mail as spam to 
Internet service providers.  

The scam communication (legally known 
as “419 advance-fee fraud”) relays the good 
news of an inheritance or a lottery win, tells 
a tragic story about a child or informs of a 

hot, new investment scheme and asks for 
bank account information and wiring instruc-
tions. Sadly, people do fall for this ploy and 
there is a five percent growth each year in 
the amount of loss to the public.7 According 
to UltraScan, a Netherlands-based research 
organization that studies 419 scams, global 
revenues exceeded $9 billion in 2009, with a 
total of $49 billion lost to date.8 

These scams are a rising concern in the 
counter-terrorism realm with respect to 
fund-raising. Most are launched from Nigeria, 
which yielded the “Christmas Day Bomber” 
Umar Farouk Abdulmutallab and is emerging 
as a new source of manpower for al-Qaeda in 
the Arabian Peninsula. Also, a recent UltraScan 
report stated: “Between 2003 and 2008, there 
was evidence of a terrorist connection in the 
slipstream of 419 fraud networks, supporting 
attacks. In 2008 and 2009, there was evidence 
directly linking 419 to (attempted) attacks.”9 

WHO SHOULD PROSECUTE 
THE FIGHT?
When asking industry and counter-terror ex-
perts their opinion, I found the arguments for 
cyber vigilantes are equally as compelling as 
those against. 

Do private citizens, who are clearly in the 

Aaron Wiseburd collects 
information on extremist 
websites and posts them 
publicly.

Shannen Rossmiller taught 
herself Arabic and posed as an 
al-Qaeda sympathist in chat 
rooms on jihad websites. She 
ensnared several Americans who 
had radicalized and turned on 
their country.

W
IKIPEDIA

... in the words of Jester:“lone 
wolves work faster, eat more and 
are harder to track and capture.”

https://www.amazon.com/Unexpected-Patriot-Ordinary-American-Terrorists/dp/0230102557/ref=sr_1_1?keywords=the+unexpected+patriot&qid=1565737968&s=gateway&sr=8-1
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crosshairs of the enemy, have the right to self-
defense by hacking or otherwise engaging on 
jihad sites? 

Does the hacking interfere with intelli-
gence collection? Government agents know 
about the sites, monitor and possibly en-
gage; therefore, cyber vigilantes unwittingly 
may interfere with information gathering or 
psyops. On the other hand, how much action-
able intelligence can really be gleaned from 
these sites, most often meant for recruitment, 
propaganda and insurrection? Most cyber 
vigilantes say little … then again, they may 
only see a piece of what is perhaps a much 
larger puzzle. 

Hacking jihadist sites may cause them to 
move or go underground, which leads to 
more work for intelligence collectors. Also, 
we are in a manhunt for the terrorists and 
their use of the Internet can often yield valu-
able data about their location, communica-
tion patterns, etc. However, taking down 
the site stops recruitment and proselytizing, 
and if this prevents even small numbers of 
U.S. citizens from taking up arms against our 
country, is it worth it? 

Bringing down the sites results in less ac-
cess by those supporting the counter-terror 
effort. Open source analysts, theologians, so-
cial scientists, psychologists, and professors 
all visit extremist sites to glean information 
on shifting ideology, social trends and subtle 
changes in behavior. The tenet of Sun Tzu, 
ancient Chinese strategist—“know thy en-
emy”—has never been more applicable than 
it is in this fight and removing websites may 
diminish this insight.

The more people involved with threat re-
duction and national security, the better. Re-
sources are finite and the vigilantes are force 
multipliers. They may accomplish work that 
others can’t or won’t do. We are at war; the 
enemy is engaging asymmetrically, so should 
we. 

Cyber vigilantes are no different than child 
predator vigilantes on the Internet who en-
ter chat rooms and post ads in the hopes of 
identifying a predator for law enforcement. 
This is community policing for the twenty-
first century. 

THE WAY AHEAD
The universe of cyberspace is largely a free 
realm lacking international covenants or laws 
and is not subject to a singular governing 
body. Dorothy Denning, professor of defense 
analysis at the Naval Postgraduate School, 

may have said it best: “Soon, every interstate 
conflict, however minor, may be accompa-
nied by some form of hacker war that is be-
yond the control of ruling governments.”10 
Open to all, the Internet is unpatrollable and 
uncontrollable, making it ripe for anonymous 
and rampant engagement by all parties. 

I am neither an IT expert nor a cyber 
expert, but I have extensively studied the 
minds of terrorists. I understand how terror-
ist groups use the Internet to turn the switch 
from “off” to “on” and recruit those who will 
carry out the most heinous of missions, sacri-
ficing their own life in the process. The radi-
cal Islamist ideology can be seductive and 
like a poison to the mind, equally so to the 
all-American quarterback or the downtrod-
den in a failing state who would rather die as 
jihadists in a spectacular blast than as hungry 
beggars on the streets. 

Something to consider: If we are to prepare 
to fight cyber war on a large scale, the most 
influential changes in this battle are actually 
happening at the microlevel: page by page, 
e-mail by e-mail. And in the words of Jester: 
lone wolves work faster, eat more and are 
harder to track and capture.   3
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Whether you are facing a maniac with Molotov cocktails, facing the challenges of providing 
for your family, or looking for the courage to speak an unpopular truth, there are times 
when each of us can use a little inspiration. Sometimes it helps to put your challenges in 
perspective. Sometimes it’s encouraging to see how selfl ess human beings can be. This 
account is based on multiple open source reports. Offi cer X is a pseudonym. 

P R O F I L E S  O F  COURAGE

On July 12, 2019 rioters entered the 
grounds of the Aurora Immigration 
and Customs Enforcement (ICE) 

Detention Facility for apprehended criminal 
illegal aliens in Colorado and pulled down 
the displayed fl ags. They replaced the 
American fl ag with a Mexican fl ag and fl ew 
an upside down “thin blue line” American 
fl ag with “abolish ICE” spray painted on it. 
Aurora Police Chief Nick Metz is reported to 

have admitted that his offi cers “chose not to 
intervene”. 

Later that same night, Willem van Spronsen 
attacked the ICE Northwest Detention Center 
in Tacoma, Washington. The 69 year-old was 
observed carrying a rifl e and a pack, throw-
ing Molotov cocktails. He reportedly burned 
a car and was attempting to ignite a propane 
tank when four police offi cers intervened. 

Offi cer X downed van Spronsen with lethal 

small arms fi re before the attacker was able to 
kill anyone or destroy any more property. Van 
Spronsen had sent messages to friends that 
suggest the incident may have been a “suicide 
by cop” plan. He had written: “I am Antifa” in 
apparent support of the ironically named 
group best known for protesting and rioting 
in homemade ninja costumes.   ✓

OFFICER X


